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Doing a digital image transmission over internet need a secure protection
against illegal copying. Unfortunately, many current data encryption methods
such as DES, RSA, AES, and other only suitable for text data, but not for
digital image. In this paper, we propose new secure algorithm for image
encryption, which based on RC4 stream cipher algorithm and chaotic logistic
map. The proposed algorithm works by converting the key to initial value,
and then this value is used as an input to chaotic logistic map function to
generate a sequence of pseudo random numbers or 256-byte key array. The
final step is a permutation process and the result will be XORed with the
bytes stream of plain-image to produce cipher-image or XORed with the
cipher-image to produce plain-image. The experiment results show that our
proposed algorithm: (i) able to make the cipher-image cannot be visually
identified, (ii) can eliminate the statistical correlation between the plainimage and cipher-image, (iii) very sensitive to small changes of key, (iv) has
no change in image contents (lossless encryption) during encryption or
decryption process.
Copyright © 2013Information Systems International Conference.
All rights reserved.

Corresponding Author:
Ni G. A. P. Harry Saptarini,
Informatics Management, Department of Electrical Engineering,
Politeknik Negeri Bali,
Kampus Bukit Jimbaran, Badung, Bali , Indonesia.
Email: ayu_harry@yahoo.com

1.

INTRODUCTION

Image encryption is one of the secure methods to protect digital color images against illegally
copying when transmitted over unsecure channel. Unfortunately, according to [1,2], many popular encryption
methods such as DES, RSA, AES, and others only work well for plaintext but not for digital color images. In
most of the natural digital images, the values of the neighboring pixels are strongly correlated (i.e. the value
of any given pixel can be reasonably predicted from the values of its neighbors). This unique characteristic
lead to huge changes of each pixel of plain-image is not going to drastically reduce the quality of the cipherimage which will make the content of cipher-image can still be visually identified by human. Due to some
desirable properties such as pseudo-random behavior and very sensitive to a small change in the initial value
[3], the chaotic system (i.e. chaotic logistic map) has become popular method for highly secure image
encryption. Many attempts have been made in the past to encrypt digital images using chaotic logistic map or
CLM for short (in the rest of the paper, we will use CLM and chaotic logistic map interchangeably). In [4],
they use 2D cat map and in [1], they use two chaotic logistic map functions, the first CLM is used to generate
24 real numbers and then these numbers is converted to integer form. The 24 integer numbers are used to
generate initial value
for the second CLM, which is used to perform image encryption process. Different
approaches tend to do in [5], where they use a combination of CLM function and genetic algorithm to
encrypt the digital color image. CLM is used to generate 4 chaotic sequences which are then converted to 4
key streams. The generated key streams are used to control the process of crossover and mutation.
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In this paper, we proposed a digital color image encryption using the combination of RC4 stream
cipher and chaotic logistic map function. We use this combination for the following reasons: (i) the
simplicity of RC4 algorithm, (ii) RC4 requires only byte-length manipulations so it is suitable for embedded
systems, (iii) even though RC4 has vulnerabilities [6], we combined with chaotic systems to make it almost
impossible to break. We adopt the key generator used by [1] to convert key to initial value, then use this
initial value on CLM function to generate pseudo random number sequence. The pseudo random numbers
will be combined with the byte streams of plain-image using exclusive-or (XOR) operation when doing an
encryption process (or XOR the byte streams of cipher-image with a stream of pseudo random numbers when
doing a decryption process).
The rest of the paper is organized as follows. In Section 2 we will present chaotic function and
proposed image encryption method, in Section 3 we report the experimental results, and finally some
conclusions in Section 4.
2.

RESEARCH METHOD

2.1. Chaotic Logistic Map Function
Chaos is phenomenons that exist in nonlinear systems, in which seemingly random events are
actually predictable from simple deterministic equations [2]. One of the important properties of chaos is
extreme sensitivity to initial conditions. Chaotic logistic map is one of the popular chaotic systems. Consider
a CLM function as shown in Equation (1).
(1)
where is a control parameter on the interval
and
This system is said to be chaotic if has a value on the interval
so the complate formula is shown in Equation (2).

is real number on the interval
.
. In this paper, we use

(2)
2.2. Proposed Image Encryption Algorithm
The structure of our proposed encryption method (as shown in Figure 1) consists of three main
units: (i) converter unit, (ii) CLM function unit, and (iii) RC4 stream cipher unit. The converter unit will
convert key to initial value
using Equation (3), (4), (5), (6), (7) and (8). The output of converter unit is an
initial value
which will be used by CLM function unit to generate 256-bytes of array
or also known
as key array. The last step is RC4 stream cipher process where the content of array
and array
is
swapped between each other then the result will be XORed with the byte streams of plain-image to produce
cipher-image or XORed with the cipher-image to produce plain-image.

Figure 1. The structure of the proposed encryption method
In our proposed encryption method, we do not encrypt the header part of image (*.BMP) but only
the RGB pixel part. Our proposed encryption method consists of three steps. The entire encryption method is
described as follows:
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Step (1). Convert key to initial value.
The key has 16 ASCII characters in length where each character of

consist of 8-bit.

(ASCII code)
For each

value, we convert them to bit stream

and

(3)

.
(4)
(5)

where each
from Equation (4) and (5) has binary representation (0 or 1), where i refers to character
position (i=1,2,...,16) and j refers to bit position of character (j=1,2,...,8). Using binary representation of
value, the real number
and
will be counted.

(6)

(7)
Next step, real number

in Equation (6) and

in Equation (7) is used to create initial value

. The

complete formula for creating initial value is shown in Equation (8).
(8)

Step (2). Generate a key array (pseudo random number sequence) using chaotic logistic map function.
The initial value
in Equation (8) will be used by CLM function to generate a key array of pseudo
random number sequence by using the formula in Equation (2). Generally, the chaotic process uses initial
value
to get
value, then
value will be used to get
value, and so on. In order to strengthen
CLM against any statistical attacks, we generate

value after a certain number of iterations. We

determine the number of iterations by taking two digits after decimal point. For example, the initial value
is 0.937696878979928 then the number of iterations required to get the first value of chaos
is 93,
thus after

iterations,

value will be 0.8080204084200282. We can say that the value of

obtained at the end of iteration will act as a new "

" to calculate

and so on. After each

which
value is

obtained, it will be converted to integer form by taking eight points started after the decimal point of real
numbers. For example, assuming that the value of
is 0.8080204084200282. After converting this value
to integer form will yield 80802040, and then it will be modulo 256. The result value will be stored in
array
where i = 0,1, ..., 255. This process will be repeated until
is filled.

Step (3). RC4 streams cipher and encryption/decryption process for RGB channel.
The output of Step (2) is an array
which also called “key streams” and consists of 256 pseudo
random numbers. Array S is created (as shown in Figure 2a.) where the content of array S are set equal to
the
values
from
0
through
255
in
ascending
order;
which
is
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. Next step, array U is used to produce the initial
permutation of array S (Figure 2b.). For each S[i], swap S[i] with another byte in S according to the
content of U[i] and this will cause the content of S still contains all the numbers from 0 through 255. In
Figure 2a., streams generation is done by swapping S[i] with another byte in S according to a scheme
dictated by the current configuration of S. The encryption/decryption process for each RGB channel is
done by XORed each pixel’s of RGB component of plain-image with the bytes of array S (or XORed the
bytes of cipher-image with the bytes of array S when do a decryption process). The decryption algorithm
is identical to the encryption algorithm discussed above except that the order of the basic operations is
reversed. The result of encryption process can be seen in Figure 3.a and decryption process in Figure 3.b.

Figure 2. The algorithm of RC4 streams cipher. (a) Initialization of array S, (b) Initial permutation of array S,
(c) Encryption/Decryption process for each RGB channel, (d) Permutation process.

3.

RESULTS AND ANALYSIS
To empirically assess the performance of our proposed method, we have carried out a number of
experiments. For this purpose, a program was developed for C# (2005) by the authors. These experiments
include: (i) encryption and decryption process, (ii) histogram analysis of plain-image and cipher-image, and
(iii) key sensitivity analysis.

3.1. Encryption and Decryption Process
We use a 24-bit color image of size 270 x 272 and
for CLM function. This image is encrypted
using secret key ”abcdefghijklmnopq”. The visual inspection of Figure 3.a shows that the encrypted image
(cipher-image) region is totally invisible for human and Figure 3.b shows that by using the same secret key,
cipher-image could be converted back to plain-image. This result shows that our approach works well in both
encryption and decryption process.
3.2. Security Analysis
In this section, we discuss the security analysis of the proposed image encryption algorithm such as
histogram analysis and key sensitivity analysis with respect to the plain-image and key to prove that the
proposed method is robust against the statistical and brute force attack.
3.2.1.

Histogram Analysis
Ideally, the histogram of plain-image and cipher-image should not have statistical relationship
between each other. Based on the histogram analysis in Figure 4 and Figure 5, we can see that the histogram
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of each RGB channel is uniform. The uniform distribution of cipher-image histogram is an good indication
that cipher is robust against statistical and brute force attack [7]. The results of histogram analysis also shows
that there is no statistical relationship between plain-image in Figure 4 and cipher-image in Figure 5.
3.2.2.

Key Sensitivity Analysis
We have carried out a key sensitivity test using a key that is one digit different from the original key
to decrypt the encrypted image. We have encrypted plain-image using key ”abcdefghijklmnopq” and then
decrypted the cipher-image using: (i) wrong key ”abcdefghijklmnopr”, and (ii) correct key
”abcdefghijklmnopq”. The resulting image is totally different from the original image as shown in Figure 6.
This test demonstrates that the proposed algorithm is very sensitive to any change in the secret key value.
4.

CONCLUSIONS
We have proposed a color image encryption method which based on RC4 stream cipher and chaotic
logistic map. Experimental results show that our method can be used as an alternative method to encrypt
digital images because this method: (i) can encrypt image in such way so that cipher-image can not be
visually identified by human, (ii) eliminates statistical relation between plain-image and cipher-image
(histogram of cipher-image has a uniform distribution), (iii) is very sensitive to any changes in key value.

Figure 3. Image encryption/decryption results. (a) shows image encryption result where plain-image (left
side) and cipher-image (right side), using key ”abcdefghijklmnopq”. (b) shows image decryption result,
cipher-image (left side) and plain-image (right side), using key ”abcdefghijklmnopq”.

Figure 4. Histogram analysis of plain-image. (a) histogram of red channel, (b) histogram of green channel,
(c) histogram of blue channel.

Figure 5. Histogram analysis of cipher-image using key ”abcdefghijklmnopq”. (a) histogram of red channel,
(b) histogram of green channel, (c) histogram of blue channel.
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Figure 6. Key sensitivity analysis. (a) encrypted image (cipher-image) using key ”abcdefghijklmnopq”, (b)
decrypted image using correct key ”abcdefghijklmnopq”, (c) decrypted image using wrong key
“abcdefghijklmnopr”.
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