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Digital color image encryption Doing a digital image transmission over interneéthe secure protection
RC4 stream cipher against illegal copying. Unfortunately, many cutrdata encryption methods
Chaotic logistic map such as DES, RSA, AES, and other only suitable d&t tlata, but not for

digital image. In this paper, we propose new sealgerithm for image

encryption, which based on RC4 stream cipher algoréihd chaotic logistic
map. The proposed algorithm works by converting kag to initial value,

and then this value is used as an input to chaogjistic map function to
generate a sequence of pseudo random numbers dryg5&ey array. The
final step is a permutation process and the regilitbe XORed with the

bytes stream of plain-image to produce cipher-imageXORed with the

cipher-image to produce plain-image. The experinmestilts show that our
proposed algorithm: (i) able to make the ciphergmaannot be visually
identified, (ii) can eliminate the statistical oslation between the plain-
image and cipher-image, (iii) very sensitive to Brohanges of key, (iv) has
no change in image contents (lossless encryptiamingl encryption or

decryption process.
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1. INTRODUCTION

Image encryption is one of the secure methods ttept digital color images against illegally
copying when transmitted over unsecure channelotturiately, according to [1,2], many popular entiomp
methods such as DES, RSA, AES, and others only wetkfor plaintext but not for digital color imageln
most of the natural digital images, the valueshefheighboring pixels are strongly correlated the. value
of any given pixel can be reasonably predicted fthenvalues of its neighbors). This unique charistte
lead to huge changes of each pixel of plain-imag®ot going to drastically reduce the quality af dipher-
image which will make the content of cipher-imaga still be visually identified by human. Due tarso
desirable properties such as pseudo-random betavibvery sensitive to a small change in the initidue
[3], the chaotic system (i.e. chaotic logistic mdy@s become popular method for highly secure image
encryption. Many attempts have been made in thetpacrypt digital images using chaotic logistiap or
CLM for short (in the rest of the paper, we willeuELM and chaotic logistic map interchangeably)[4]h
they use 2D cat map and in [1], they use two chdogistic map functions, the first CLM is usedg®nerate
24 real numbers and then these numbers is conviertadeger form. The 24 integer numbers are used t
generate initial valuéz ;) for the second CLM, which is used to perform imageryption process. Different
approaches tend to do in [5], where they use a gmtibn of CLM function and genetic algorithm to
encrypt the digital color image. CLM is used to gete 4 chaotic sequences which are then convirtéd
key streams. The generated key streams are usedt@| the process of crossover and mutation.
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In this paper, we proposed a digital color imagergstion using the combination of RC4 stream
cipher and chaotic logistic map function. We uses tbombination for the following reasons: (i) the
simplicity of RC4 algorithm, (i) RC4 requires onlyte-length manipulations so it is suitable forbenided
systems, (iii) even though RC4 has vulnerabilifi@s we combined with chaotic systems to make it &imo
impossible to break. We adopt the key generatod bse[1] to convert key to initial value, then udgs
initial value on CLM function to generate pseudadam number sequence. The pseudo random numbers
will be combined with the byte streams of plain-gaausing exclusive-or (XOR) operation when doing an
encryption process (or XOR the byte streams ofaipimage with a stream of pseudo random numbers whe
doing a decryption process).

The rest of the paper is organized as follows. éati®n 2 we will present chaotic function and
proposed image encryption method, in Section 3 emont the experimental results, and finally some
conclusions in Section 4.

2. RESEARCH METHOD

2.1. Chaotic Logistic Map Function

Chaos is phenomenons that exist in nonlinear systémwhich seemingly random events are
actually predictable from simple deterministic etiuas [2]. One of the important properties of cha®s
extreme sensitivity to initial conditions. Chaoliigistic map is one of the popular chaotic systeGmsider
a CLM function as shown in Equation (1).

Hopr =AX, 11— X,) 1)

whered is a control parameter on the intendat [0.4] and X,, is real number on the intervi), = [0,1].
This system is said to be chaoticlihas a value on the intervil= [3.569355672.4]. In this paper, we use
A =4 so the complate formula is shown in Equation (2).

Xy =X, (1 —X.] (2)

2.2. Proposed I mage Encryption Algorithm

The structure of our proposed encryption methodsfaswvn in Figure 1) consists of three main
units: (i) converter unit, (i) CLM function uniand (iii) RC4 stream cipher unit. The convertert umil
convert key to initial valug’, using Equation (3), (4), (5), (6), (7) and (8) eTdutput of converter unit is an
initial value X, which will be used by CLM function unit to genex&@56-bytes of arraif[:] or also known
as key array. The last step is RC4 stream ciphergss where the content of artgly] and arrayi[i] is
swapped between each other then the result wiK®BRed with the byte streams of plain-image to poadu
cipher-image or XORed with the cipher-image to piaplain-image.

Plain-lmage Cipher-lmage
Stream bytes Stream bytes 3

(Plain-image) RC4 (Cipher-image)
p Stream Cipher }——mo—p
Unit
A

Uo7, UE2],.... U[255)

Choatic logistic map
function

A
Initial Value (X0)

Key to Initial Value
Converter

16-character ASCII

Key

Figure 1. The structure of the proposed encryptiethod

In our proposed encryption method, we do not ertclyp header part of image (*.BMP) but only
the RGB pixel part. Our proposed encryption metbodsists of three steps. The entire encryption atki
described as follows:
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Step (1). Convert key to initial value.
The key has 16 ASCII characters in length wherd edaracter off; consist of 8-bit.

K =K, K,.....Ey; (ASCIl code) 3)
For eachi; value, we convert them to bit stred@pandi, .

BI} = Hii i KLEKEL m KEEKEL m KEEK41 m KdEHEL ne KEEKBL i KBEK;I’L m HIEKEL m Kgg (4)
By =Ky . KoaKipy KipaKuny o KiyaKioy KypaKinyo KiaaKiay o KiaeRisr o KisaKig o Kige ()

where eactk;; from Equation (4) and (5) has binary represemaibor 1), where refers to character

position {=1,2,...,16 andj refers to bit position of charactge{,2,...,8. Using binary representation of
K;; value, the real numbef; andXgz will be counted.

Mpg = Ky w20 e K 2T+ Ky 5 2% b e Ky 28 4 Ky w28 e Ky w29 4
Kdl H 224 + Kdﬂ H 2!1 + KEL S 232 + -t KEE H 239 + KB!. S 2“ + -t Kﬁ,g H Zd? +
Ky % 2% et Kpg 2% 4 Ky % 258 4 weep Kgg % 289 /28 (6)
Mog = Koy %20+ o+ Kog ¥ 27+ Kypy % 2% 4 ot Kypg ¥ 2V + Ky %2V + b Ky g 2% +
Koy 28 e K w2 L K, w2 e Ko W 25 LK w2 e L K= 2 4
Rpg % 2% 4 oot Kgo 299 4 Ky % 250 4 e Kpgg x 260428 (7)
Next step, real numbef,, in Equation (6) and,, in Equation (7) is used to create initial val\je The
complete formula for creating initial value is shoim Equation (8).
Xp =Lk, 4+ Xpo) medl (8)
Sep (2). Generate a key array (pseudo random number segjuesiag chaotic logistic map function.

The initial valuek, in Equation (8) will be used by CLM function torgeate a key array of pseudo

random number sequence by using the formula in tiqué2). Generally, the chaotic process usesaiiti
value X, to getk, value, then¥; value will be used to get, value, and so on. In order to strengthen

CLM against any statistical attacks, we genergjevalue after a certain number of iterations. We

determine the number of iterations by taking twgitdiafter decimal point. For example, the initfalue
Xy 15 0.937696878979928 then the number of iteratiensired to get the first value of chaksis 93,

thus aftera3™® iterations,¥, value will be 0.8080204084200282. We can say ttiawalue of¥, which
obtained at the end of iteration will act as a rigjy/" to calculateX,, ,, and so on. After eacl}, value is

obtained, it will be converted to integer form lakihg eight points started after the decimal pointeal
numbers. For example, assuming that the valug, a$ 0.8080204084200282. After converting this value

to integer form will yield 80802040, and then itlivbe modulo 256. The result value will be stored i
array{i[i] wherei = 0,1, ..., 255 This process will be repeated unillz55] is filled.
Sep (3). RC4 streams cipher and encryption/decryption meéer RGB channel.

The output of Step (2) is an arraff;] which also called “key streams” and consists 06 PBeudo

random numbers. Array S is created (as shown iarEiga.) where the content of ari@gre set equal to
the values from 0 through 255 in ascending order; hickv is
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s[ol =0.501] = 1,..., 5[245] = 254, 5[255] = 255. Next step, array is used to produce the initial

permutation of arrays (Figure 2b.). For eacB[i], swap S[i] with another byte ir§ according to the
content ofU[i] and this will cause the content &f&till contains all the numbers from O through 2Bb.
Figure 2a., streams generation is done by swappjijgwith another byte it according to a scheme
dictated by the current configuration &f The encryption/decryption process for each RGB phhis
done by XORed each pixel's of RGB component ofrplaiage with the bytes of array S (or XORed the
bytes of cipher-image with the bytes of array S mvtle a decryption process). The decryption alborit

is identical to the encryption algorithm discussdmbve except that the order of the basic operai®ns
reversed. The result of encryption process carebe B Figure 3.a and decryption process in Figure

Algorithm 1. Initialization of array § Algorithm 3. Encryption Process for RGB Channel
1. fori «0t0255do { L zj=0
5. Sl i 2. foreach (imageWidth){
3 3 foreach (imageHeight) {
4 pixel « getPixel(imageWidth, imageHeight)
(a) 5. Permutate( i, j)
6 RED « (5[t] @® pixel. RED) J* RED CHANMEL */
Algorithm 2. Initial Permutation of array S 7 Permutate(i, j)
L j0 8 GREEN « (S[t] @® pixel. GREEN) /* GREEN CHANMEL */
: ) i 3, Permutate(i, j
= for_! '_.._0 fo 2_55 @0 { . 10. BLUE « {5[;])&) pixel. BLUE) [* BLUE CHANNEL */
6. j e G+ 50+ vlil) mod 256
7. SWAP (S[il. 5[}]) 11, /* SAVEPIXELINFO =/
3 ) 12 image. SavePixel « (image\-‘t’idth, imageHeight, color(RED,GREEN, BLUE‘})
13.
(b) 14,

(c)

Algorithm 4. Permutation Process (Permutate (i, j))

1. i « (i +1)mod 256

2. j+«{j+5[i]) mod 256

3. SWAP(S[L SLD

4. t « (S[il + S[j1) mod 256
5. return (t)

(d)

Figure 2. The algorithm of RC4 streams cipherli#ialization of array S, (b) Initial permutaticf array S,
(c) Encryption/Decryption process for each RGB ctedn(d) Permutation process.

3. RESULTSAND ANALYSIS

To empirically assess the performance of our pregarethod, we have carried out a number of
experiments. For this purpose, a program was dpedidor C# (2005) by the authors. These experiments
include: (i) encryption and decryption procesy, fistogram analysis of plain-image and cipher-imand
(i) key sensitivity analysis.

3.1. Encryption and Decryption Process

We use a 24-bit color image of size 270 x 272 &4 for CLM function. This image is encrypted
using secret keydbcdefghijkimnopy The visual inspection of Figure 3.a shows tte &ncrypted image
(cipher-image) region is totally invisible for humand Figure 3.b shows that by using the same tseeye
cipher-image could be converted back to plain-imddps result shows that our approach works weliath
encryption and decryption process.

3.2. Security Analysis

In this section, we discuss the security analybihi® proposed image encryption algorithm such as
histogram analysis and key sensitivity analysishwispect to the plain-image and key to prove that
proposed method is robust against the statistimhbaute force attack.

3.21. Histogram Analysis
Ideally, the histogram of plain-image and cipheagr@ should not have statistical relationship
between each other. Based on the histogram anatyBigure 4 and Figure 5, we can see that thediam
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of each RGB channel is uniform. The uniform disitibn of cipher-image histogram is an good indmati
that cipher is robust against statistical and bfoitee attack [7]. The results of histogram anaydso shows
that there is no statistical relationship betwekmgimage in Figure 4 and cipher-image in Figure 5

3.2.2. Key Sensitivity Analysis

We have carried out a key sensitivity test usik@wthat is one digit different from the originadyk
to decrypt the encrypted image. We have encryptaith-pmage using keydbcdefghijkimnopfand then
decrypted the cipher-image using: (i) wrong kewbcdefghijkimnogy and (i) correct key
"abcdefghijkimnopy The resulting image is totally different fromettoriginal image as shown in Figure 6.
This test demonstrates that the proposed algoiighrary sensitive to any change in the secret ladyes

4. CONCLUSIONS

We have proposed a color image encryption methadhaltesed on RC4 stream cipher and chaotic
logistic map. Experimental results show that outhné can be used as an alternative method to encryp
digital images because this method: (i) can enciy@tge in such way so that cipher-image can not be
visually identified by human, (ii) eliminates s#iital relation between plain-image and cipher-ienag
(histogram of cipher-image has a uniform distribnjj (iii) is very sensitive to any changes in keyue.

[ Image Encryption using Chaotic Lagistic Map & RC4 - ) [ image Encryption using Chaotic Logistic Map & RCA

i BETEsTEm | |

Hiey = [cocdcighikinnon i

= | {C\hasi b \

abcdefahifdmnon |

(a) (b)
Figure 3. Image encryption/decryption results. gapws image encryption result where plain-imagé (le
side) and cipher-image (right side), using keypcdefghijkimnopl (b) shows image decryption result,
cipher-imaggleft side) and plain-image (right side), using Reypcdefghijkimnopy

Red Image. Mean = 145.45 Green Image. Mean = 154.13 Blue Image. Mean = 153.96

Histogram of Red Image
o

UEI 50 100 - 150 200 250 UD 50 * 100 150 200 250 E'EI 50 100 150 200 250
(@) (b) ©
Figure 4. Histogram analysis of plain-image. (@fdgram of red channel, (b) histogram of greeanciel,

(c) histogram of blue channel.

Red Image. Mean = 127.29 Green Image. Mean = 127.84 Blue Image. Mean = 128.00

Histogram of Red Image Histogram of Green Image Histogram of Blue Image
400

o
9% 50 100 150 200 250 % 50 100 150 200 250 2] 50 100 150 200 250

(a) (b) ()
Figure 5. Histogram analysis of cipher-image usiag "abcdefghijkimnopy (a) histogram of red channel,
(b) histogram of green channel, (c) histogram agkthannel.
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(a) (b) ©

Figure 6. Key sensitivity analysis. (a) encryptethge (cipher-image) using kepBicdefghijkimnopy (b)
decrypted image using correct keyabtdefghijkimnopy (c) decrypted image using wrong key
“abcdefghijkimnopr.
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