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L The piracy of copyright issue has become very ssrjgroblem to be dealt.

chument aUthem'Ca_t'on Important printed documents such as certificatesyriance policy, and other

Print-scan watermarking important documents can be manipulated by someanerding to the

DCT algorithm technology development.
In this study, we propose a technique on documetiteatication using
watermarking. The image which has a copyright gigopyright image) is
embedded to the cover image such as logo or angr dthage to be
watermarked image, then the watermarked image béllembedded on
document, the watermarked image will be extractednithe document will
be authenticated. The method is based on DCT (Rés€esine Transform)
algorithm.
The copyright image which has embedded on the covage either on 24-
bit grayscale images or 24-bit color images areatetl through print-scan
process, although grayscale 24-bit cover imageetteb than color 24-bit
cover image. It shows that the technique is efficidor document
authentication.
A printer which is used for this technique to beyvafluential on the quality
of the printed document and it will be influencenl extraction process, the
laser printer is recommended than inkjet printéne Thext future work is
expected that the 24-bit color image is able t@xteacted as well as the 24-
bit grayscale image.
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1. INTRODUCTION

The developments of information and communicateeshhologies has given rise the piracy in attempt
to manipulate and to copy without permission theation technology such as picture video, audid an
digital document. The problem of copyright issuedtiis field is not just about copying and disttibn
alone, but also on the label ownership. Importaimited documents such as certificates, insurandieypo
and other important documents can be manipulatesobyeone according to the technology development.
The important document must be protected by arlynigae that will not be manipulated by other, beseau
the manipulation of this document will cause theslof the owner.

Watermarking is an implementation of steganographich focused on signing in digital documents,
these documents can be a proof of ownership ofrganization who has patented its copyright even in
digital image data, voice data, or video data fofive technique of watermarking [1] is the procesadaling
a permanent identification code into digital dafae identification code can be text, images, souonds
video. In addition it will not damage the data adithl products that will be protected, the insdriode
should have a resistance (robustness) of variovangdd processing such as conversion, transformatio
geometry, compression, and encryption.
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Digital watermarking is a method to hide some infation that is being integrated with multimedia
objects. Such objects may include images, soumtoyior writing. Watermarking itself is used in ioais
applications, such as ownership evidence, fingetipg, authentication and integrity verificationhca
content labeling and protection.

Digital watermark must satisfy the following cri@f2] according to the document authentication:

a. Imperceptibility; the watermark should not impertiele by human observe

b. Secure and reliable; the embedded watermark cdmendéleted and retrieved from the host image

c. Robust; the watermark can survive from variouscéittke compression, cropping, and resizing

d. Unambiguous; the watermark logo must unambiguoidggtifying the owner

The image watermarking technique [3] generally @iesof two stages: 1) Embedding watermark;
watermark image embedded to cover image as showiigore 1, and 2) The detection or extraction of
watermark as shown on figure 2, the technique hasways; blind and nonblind watermarking. Blind
watermarking system does not require the originade to extract the watermark, whereas the nonblind
watermarking need to be able to extract the origmage watermark.

Watermarked image and then distribute for exampléylished in the web or sold to customers or
embedding on important document. During transmissind distribution, watermarked image is distorted
due to the common image processing, such as cosipnesmproved contrast, resize, re-sampling, gamma
correction, and so on. All the distortions imposedwatermarked image is viewed as an attack. Amaclat
contributes noise (n) on the image and can interf@th the detection process. Good watermarkinghous
should be robust against attacks that can damagestroy the watermark in the image.

Cover —» Encoding —» Watermarked
image image
Embed
image

Figure 1. Embedding watermark image process

Watermarked —— Decoding —» Extraction
image result
Original
I image

Figure 2. Extraction watermarked image process

The Research and Implementation of watermarking thesn widely applied, both watermarking
technique based on LSB (Least Significant Bit), D@iscrete Cosine Transform), (DFT) Discrete Faurie
Transform, Discrete Wavelet Transform (DWT) anddpese Laguerre Transform (DLT).

Watermarking itself has implemented in both in @igdata or data that has been printed. Watermgirkin
implementation on the print media known as Prirar8éd/atermarking.

There have been many algorithms and techniquesedff® address deficiencies in the implementation
of the Print-Scan watermarking. Anja Keskinarkadisgroposed some of the techniques in printing iesag
watermarking; (a). method for adding resilience ematarked image with perceptual weighting (b).
Synchronizing multi bits messages resistance t@etion. Fr'ed eric Lef ebvre et.al. [5] Proposethethod
which combines an additive watermarking algorithmthe spatial domain, the additive watermark in the
spatial domain is based on an original generali2€dl cyclic pattern for secret message embedding and
exhaustive search and a synchronization templatbeénFourier domain Hironori Takimoto [6] proposed
template techniques to image two-dimensional tetapgiarm which embedded in the watermarked image.
Qibin Dajun He and Sun [7] gave the solution to Watermark image attachment strategies by clasgjfyi
blocks and pasting distinction based on the blé@a chiu chung et.al [8] and Tan Yi-zhouming ef&l
proposed print-scan watermarking and Coding Symghation of Peak Locations in Frequency Domain
algorithm based on DFT algorithm. Anu Pramila [J@pposed print-scan watermarking using multiple
domain both spatial and frequency domain in DWTlaSki et.al.[11] present methods for hiding
information into images in a manner that is roldagprinting and scanning, the proposed methodbland,
the original image is not required at the decodereicover the embedded data, two methods for hiding
information resilient to print-scan operation aregosed. The first technique, called selective efdbg in
low frequencies (SELF), hides data in the magnitwfedynamically selected low-frequency DFT
coefficients.
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In this paper propose DCT algorithm through pso&n watermarking in purpose to validate important
document which has embedded watermark image tatbecton.

2. DCT (Discrete Cosine Transfor m)

Discrete Cosine Transform (DCT) is used to conaesignal into frequency components basically. DCT
was first introduced by Ahmed, Natarajan and Rap[12

DCT has two main properties for image and video @@ssion;
for 2D digital image, DCT 2D throught matrix | MM is formulated [13] as follows:

MoLN -1
m2aa+ Up  wiEn+ 1lq
Clp.g) = 6,0, ;D;Im,ﬂ cog 1 cos o

(1)
Values C(p,q) are called by DCT coeficient fromnfaamation of image I, and its inverse of DCT
(IDCT) is formulated as follow:
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DCT domain divides the image into three sub-barduencies (low, middle, and high) it is shown on
figure 3. Embedding watermark image into low freggyecan destroy the image, and embedding watermark
into high sub-band will erase easily by quantitataperation easily, like lossy compression. Therethe
best way is embedding watermark image into mideigufency.

Middle sub-
| — band
High sub- 4|
band
Low sub-
band

Figure 3. three sub-band frequencies in DCT

Discrete Cosine Transform represents an image efsthm of the magnitude and frequency sinusoid
changing. The nature of the DCT is changing sigaiftly the image information is concentrated on aus
few DCT coefficients. Therefore DCT is often usedifnage compression as the JPEG.

3. RESEARCH METHOD

This study was conducted to create a technique dhatbe used to validate reliably an important
document as a reference that the document wadisgsuthe issuing party. Watermarking techniquesiscu
as a problem-solving to create a document in whitdgrated a sign embedded either logo or othegéma
owned by the owner. After successfully embedded dbeument then print with printers media. The
document will be validated with scanning on theudoents when the extraction process, when the enaldedd
image is detected it show that the document iglvadi this study propose the watermarking techrscped
extraction based on DCT (Discrete Cosine Transform)

The watermarking information by using the DCT altfon can be described as follows:

For two-dimensional signals such as digital imagws;dimensional DCT on the size of the matrix | M
x N is defined as follows: [13] describe on (1)r lstance we call DCT coefficient stored in anagmbed
watermark image (w) into v using:

V(i) = v(i) + o |v(i)|w() ....(3)

In this caser is the factor to indicate the strength of the watek (0 <a < 1).

Copyright © 2013 ISICO



468 |Software Engineering and Design Track

The values of C (p, q) are called the DCT coeffitseof the image I. Inverse DCT transformation is
expressed by the equation describe on (2).

DCT watermark embedding methods known to be vemyepful for robustness quality, because some
research on watermarking method attacked the watded image by a variety of attacks such as
compression, cropping, gamma correction [10] batembedded image still detected, we are focusetieon
256 x 256 and 512 x 512 pixel image either gregsoalcolour on one logo image in table 1 and 2.

In this study the framework are described as fadlow

1. Embed the image with the DCT algorithm, with coiuditthat the image will be embedded should

have a smaller resolution than the cover image
Embed the watermarked image on the important dontime
Print the document
Scan the document with 300 dpi setting
Normalization of the scanned document by:
a. Cropping the watermarked image
b. Convert the watermarked image to 24 bits and bxignsion

6. Eextract the watermarked image using DCT algorithm

The implementation algorithm in this paper is usiDGT algorithm which has proposed by Crish
Shoemaker [14] who propose only for watermarking amtraction process using DCT algorithm, in this
paper this algorithm develop to be print-scan wasgking process.

The embedding watermark algorithm in this systestdbe as follows:

1. Convert cover image of 24-bit jpg extensions to lexrfension.

2. Perform DCT transformation the cover image

3. Embed watermark image of 8-bit bmp extension witlaker resolution than the cover image

4. Restore the image of the 24-bit as watermarkedéma

While the algorithm for image extraction are asdok:

1. Convert 24 bit of jpg extension image after pricdis process to bmp extension

2. Perform DCT transform for extraction to watermarkedge

In this study in extraction process using blind moet which need original image for extraction praces
in order that the embedded image is original framndwner of the document.

akron

4. RESULT AND ANALYSIS

In the explanation of the previous chapter theystifdmage watermarking using DCT algorithm has the
result listed as follow;

Tabel 1. The result without Print-scan image wasgkimg

N Original image Embedded Watermarked image | Extraction result Extraction time Note
u image
1 grayscale 24 bit.jpg grayscale 8 grayscale 24 bit.bmp 3.3852 Detected
512 x 512 bit.omp 50 x 20 512 x 512 INDOLIFE clearly
& INDIHLIFE g P
2 grayscale 8 3.3072 Detected
bit.omp 50 x 20 INDOLIFE clearly
INDOLIFE
3 grayscale 8 1.0296 Detected
X 256 bit.omp 50 x 20 INDOLIFE clearly
; INDOLIFE
’Serumirun_s' -
4. grayscale 8 1.0608 Detected
bit.omp 50 x 20 INDDLIFE clearly
INDOLIFE
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This study is focused on 24 bit and jpg extensidth resolution 256 x 256 pixel, and 512 x 512 pixe
either grayscale or color image, and the printeictvlused in this study is inkjet canon MP and get tesult
as follow:

Tabel 2. The result with Print-scan process imagtemnarking

Nu Original image Embedded Water mar ked Print-scan Extractionresult | Extraction Note
image image process time
1 grayscale 24 grayscale 8 grayscale 24 grayscale 24 INBOLIFE 2.7768 Detected
bit.omp 50 bitbmp 512 x | bitbmp 512 et clearly
x 20 512 x 512 :
INDOLIFE s

2 color 24 bit.jpg grayscale 8 color 24 bit.bmp

-3_? ..h ik 3.3852 Detected

512 x 512 bit.omp 50 512 x 512 bit.omp 512 T T unclearly
e o x 20 " >
MAR = INDOLIFE
Berasuransi # Berosuransi @
.l".. ;m- .l'f-‘. ;-
3 color 24 bit.jpg grayscale 8 coIr 24 0.8736 Detected
256 x 256 bit.omp 50 256 x 256 bit.omp 256 unclearly
e T x 20 o Z X 256
MAR = INDOLIFE MAR
_BEu:lsuranm . _Bau:mfan_sl "
4 grayscale 24 grayscale 8 grayscale 24 grayscal4 |'“g}m|p.5 0.8736 Detected
bit.jpg 256 x 256|  bit.omp 50 bit.omp 256 x | bit.bmp 256 St clearly
e, x 20 x 256
INDOHLIFE

The Table 2 shows no 2, and 3 shows that the resaltnot good according to the image attack
degradation of the color of the image after proarsprocess, it is the same case as Mei Jianst&hwhich
attack the image with the various technique. Altfio it can be conclude that print-scan method @an b
implemented on image with DCT algorithm for documanthentication on important document, and the
grayscale image is better for this technique.

5. CONCLUSION

From the study, it can be concluded that watermarkiechniques using DCT can be implemented
efficiently for the print-scan watermarking. Implenmtation of DCT algorithms proposed with little
development can be done for the print-scan watdimgrResults from the testing of samples produbadl
the image grayscale better than color image fortystan technique, the shortcomings of this teakmiq the
extraction time embedding and relatively long, whiesimage has a large resolution, and works onlthe
same amount of pixels between the cover imagetanihiage to be extracted.

In this study due to limitations of the printer whiused was very simple, in the future studies are
expected to use a better printer to obtain a betult for print-scan watermarking so that theecia for
image watermarking as robustness, safe, imperdiptitan be obtained, and also this technique nigst
obtain good result on color image in extractionhesgrayscale image.
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