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Digital Rights Management Digital Rights Management (DRM) is required to pravicdalanced
Content Distribution System protection for both the content provider and thersisn a content distribution
Oblivious Transfer system. The content provider demands secure codéivery so that only
Security authorized users are able to access the contenusmd properly. On the

other hand, users require that their privacy beegted. However, most
DRM systems tend to put greater emphasis on copt@viders’ security

and neglect users’ privacy. This study aims to muprDRM by constructing
a content distribution protocol that preservessieurity of content provider
and the privacy of users. To achieve this goal, utibze the oblivious

transfer OT) concept. This concept allows a sender to secwehy a set of
information to a receiver in such a way that, & émd of the protocol, the
receiver cannot learn more than he was suppostghin, while the sender
cannot determine what the receiver has learneduimsg that tamper-proof
device exists, the constructed protocol achieveseqte security for the

content provider and privacy for the users. Thikvaius content distribution

ultimately enables DRM to be a privacy-aware praoectsystem. The
system does not merely focus on content provideghts, but also seriously
considers users’ privacy protection.
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1. INTRODUCTION

Secure content delivery is urgently required initdigcontent distribution systems. This form of
content delivery aims to guarantee that only autledr users can access protected content. DigigihtRi
Management (DRM) is a popular approach to this gcoequirement. Under DRM protection, digital
content is usually encrypted before it is deliver®dme methods, such as code obfuscation [1] arigwh
box cryptography [2-4], may also be applied to ereasecurity by modifying the implementation of the
encryption algorithms. Users need to acquire amate license to decrypt and use the protectecebnt
properly.

Focusing on securing content delivery, the DRM eyt often put a great emphasis on content
providers’ security and pay little attention to tsSerivacy. The systems usually collect users'speal data
to allocate appropriate content usage rights tothiEhe users, however, lack information on how ahén
the content provider uses their data. This sitmatiwreasingly invades users’ privacy and, thuduces
users’ satisfaction. Therefore, protecting usersgey has to be seriously considered. DRM systemasd to
provide balanced protection for content providensl users [5]. The system must not merely focus on
achieving security for content providers, but alsgreserving privacy for users.

A typical DRM for content distribution consists fifur parties (see Figure 1): content provider,
distributor, clearing house, and consumer (usgr)Hist of all, the content provider encrypts ttentent for
security purposes. The provider then passes theqteal content to the distributor and the corredpan
usage rules to the clearinghouse. The distriboi@kes the protected content available on a welesefv
consumer can retrieve the content through the iloigton channel and requests a license from the
clearinghouse. The consumer has to register hifilggrprovide details of the purchased content, #reh
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make a payment. After verifying the consumer's filerand other related information, and charging th
consumer's account, the clearinghouse releasex@sé and delivers it to the consumer. The consume
decrypts and uses the content based on the rightsilded in the license.

Clearing
House
Royalty . . Licence
] sage Rule Requiring LiE‘B(]_:_:e
- & Payment -
Content Consumer
Provider Distribution:payment

v
Distributor

Figure 1. Typical DRM process for content distribot[6]

Most DRM systems make protected digital contentilable on their servers. This strategy
preserves both security and privacy. On one hamnbbading protected content from the distributer&b
does not seriously threaten the security of theesdrprovider. The downloader cannot unlock theteat)
unless he receives the proper decryption key. @nother hand, in this stage, users can download the
protected content he chooses while the providenaadetermine who is downloading which content.sThi
mechanism clearly protects the users' privacy.

In contrast, acquiring a license for the clearingde creates a cause for concern over security and
privacy. From the content providers’ perspectiv@s tmechanism may threaten to their security. If an
eavesdropper steals licenses when a user regbestsftom the clearinghouse, revenue will be losbnir
the users' perspective, the mechanism createg thrdeeir privacy. The personal information theypsit to
the clearinghouse is not guaranteed to be kepetseas the clearinghouse may send the users' ddta a
viewing detail to marketing agencies. The usereekthat they have their privacy protected andabte to
access digital content anonymously.

To overcome the problem, we construct a conteritilgligion protocol by utilizing the oblivious

transfer concept. Oblivious Transfer (OT) is a ¢ogpaphic protocol that allows two parties to ptéhg
exchange one or more secret messages. An OT ptdtasdo be set up in such a way that it will achie
security for the sender and privacy for the reaefjvg The former means that the receiver will betable to
learn more than he was supposed to learn. The lagans that the sender will not know what the ivece
has learned. The first OT protocol, introduced BbiR [8], was intended to overcome the exchange of
secrets (EOS) problem. This protocol enables aeseioddeliver a message to a receiver in such atheaty
the receiver can access the message with prolyaililiZ and the sender will not know whether the message
was received. Rabin’s protocol was then generaliagdeQT; [9] . In the OT] protocol, the sender has two
secret messages and the receiver wishes to learnfdhem. At the end of the protocol, the senaezschot
know which message was chosen while the receivew&mothing of the unselected message. This scheme
has been studied extensively and generalized tme variety of models includingT™ [10-12] and OT§
[13, 14]. To achieve an unconditional secrecy,@qmol may utilize a trusted initializer [15] torgks some
information to both the sender and the receivehatnitialization step. Utilizing a trusted partygwever, is
unacceptable in the privacy preserving applicatid®. To omit the trusted party, Naor and Pinka6][
proposed a distributed oblivious transfer (DOTWinich the task of the sender is distributed amangsal
servers. The security of the DOT protocols has letemsively studied [17-20].

The efficiency of the system is also an importastie in the implementation of an OT protocol. OT
is unlikely to be based on more efficient one-wagctions or other private-key cryptographic prines
[21]. As a result, all known OT protocols needs lfmikey operations that are typically implementesing
modular exponentiations, which are computationaltgnsive tasks. Our approach, described in se&jon
requires an efficient computation.

The rest of paper is organized as follows. Secfigorovides our proposed oblivious distribution
protocol and its implementation to improve DRM. &t 3 gives the security and privacy analysishe t
implemented protocol. Finally, section 4 providesduding remarks.
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2. RESEARCH METHOD

To overcome the identified problem in the typicdRNd systems, we do the following steps: (1)
construct an oblivious content distribution protip¢@) implement the protocol to improve the DRM dedb
for content distribution; and (3) analyze the immd DRM model to show its security and privacy.

2.1. Oblivious Content Distribution Protocol

We propose an oblivious content distribution protdbat is more flexible and appropriate for DRM
implementation. Our protocol utilizes tamper-pralafvices. A tamper-proof device means any device tha
can be used only in a particular way, otherwisedice will be corrupted and its content will mmgjer be
accessible. Utilizing tamper-proof devices in tpistocol is less expensive. The device containg omb
types of functionsGet Key andGet Cont ent. Get Key function allows the user to ask for the key; tisat
the input parameter to th@et Cont ent function. Get Cont ent, on the other hand, requires an authorized
key to reveal the message stored in it. With theracteristic, the device can be mass producedoat eost.
Creating a single device containing all pairs afidiions Get Key,Get Cont ent) may be reasonable and
more efficient. However, for the sake of claritytiis sub section, we assume that one device canéapair
of functions (et Key,Get Cont ent ).

The protocol allows content provider to deliver tonis to user in such a way that at the end of the
protocol the user cannot access contents morehilan supposed to access and the content provitleroty
know which contents are accessed by the user. Segpe content provider (say, Alice) providesontents
(e.g. movies), Nli, ...,My), and the user (say, Bob) wishes to acéesshereK < N, of these contents. Alice
has a secret cod® to access the contents, and utilizes Shamir'sssatraring scheme [22], with the
threshold parametét-K, to share the secret. That is, she splits thees@doN pieces such that any set of at
leastN-K shares can reconstruct the secret.

The detail protocol is as follows. To share therseand send the contents, Alice performs the
following steps:

1. She secretly chooses randdwK-1 elements of Z, denoteda, ..., a1 and forms the
polynomial f(x) = S+ ay x* + ... +ank-1X¥2L Note thatp is a prime ang > N.

2. Fori=1, ..., N she computes, where s= f(i) modp

3. She loads devicd with s as the key value, arMd; as the content value.

4. She gives all devices to Bob.

After delivering the devices there is no subseqeenmmunication between Alice and Bob. Bob can
accesK contents if he accepts sacrificihngK contents that are not supposed to be accessesicdidition
is applied with assumption that once a device ecated, it will be corrupted or will destroy itselfo obtain
K contents, Bob performs the following steps (see &igure 2 for a clear illustration).

1. For simplicity, assume that contents Bob want to access ag ..., Mx. Bob performs the
Get Key function on the devicedk+1,...dn (namelyGKgs+1,...,GKy), to obtainN-K shares.

2. With theN-K sharess1,...,%, Bob can reconstruct the polynomial, e.g. ushmegltagrange
interpolation, and learn the secgt

3. Using the access codg Bob performances theéet Cont ent function on devicesl, ..., dk
(namelyGGC,,...,G) to obtain the contentdy, ..., Mk.

Reconstruct

e
S < 1
[ 1
Ske1 N
TGetKey TGetKeVT
GK; GC, GK; GCy GKy GGy GKjy.q GCyy GKy GCy
lGetContent l l GetContentl
M, M; My

Figure 2. Process for obtainikgout of N contents.

The protocol described above can be modified toec@nother need. For instance, instead of
focusing on thexumber_of itemsariable, the protocol can be pointed out to thenber_of playsariable
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(e.g. a customer wants to watch a moviekdimes). The movie provider then sends the custarpackage
containingN pairs (et Key,Get Cont ent) with all Get Cont ent functions associates with a movie of the
same title.

2.2. Implementation to Improve DRM

To implement the constructed protocol in the DRMlegations, we employ smart cards. A smart
card contains an embedded microprocessor so tbahibe used not only to store data, but also dogss
the data [23]. The microprocessor is also useddaurity purposes. Data are never directly availablthe
external applications as the microprocessor cantlata handling and memory access according toem gi
set of conditions. In this implementation, a sntantd is assumed to be a tamper-proof device anthiosn
all pairs of functions@et Key,Get Cont ent ).

Suppose the content provider providéscontents, M, ..., Mn. First of all, the content provider
encrypts all contents using a secret Eefror a particular valui, 1 = K = N — 1, Sis split intoN shares,
S1,...,5\, using Shamir's scheme with the threshold paranméte K. The content provider then passes the
protected contents to the distributor and the keliares to the smart card (SC) manufacturer.

| GK(s1) | GC(M,) |
| GK(s2) | GC(M2) |
| GK(sk) | GC(Mk) |
| GK{sxii) | GC(Myas)

| GK(sn) | GC(Mu) |

Figure 3. Smart card mod&bK andGC stand forGet Key andGet Cont ent , respectively.

The SC manufacturer creates smart cards and skedsto the distributor. The smart card model
(see Figure 3) has the following characteristics. & particulaK, a smart card contaimé pairs of functions
(Get Key(si) ,Get Content (M) ), wherei = 1,2,...,N Only one function can be executed from each pair.
That is, executing the functio®t Key(si) will disable the associated functigzt Cont ent (M) and,
thus, will deny access to the associated corténiConversely, executing the functi@t Cont ent (M)
will disableGet Key('si). In concrete terms, the smart card exechtdé Get Key functions associated with
N-K unselected contents. The shares revealed by thastdns are then combined to construct the&#hat
be used to unlocK selected contents.

A user can download the protected contents andhpees an appropriate smart card from the
distributor's channel. To access the downloadedterds, the user's player must be connected to a
compatible smart card reader.KAvalued smart card can be used to unlgcgelected contents and denies
access tdN-K unselected contents.

3. RESULTSAND ANALYSIS

Smart Card
Manufacturer

Usag; rules

Content Smart| Card Consumer
Provider

Protected Protected ~Content with its

associated SC

Distributor

Figure 4. Improved DRM system
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The improved DRM model for content distributiongdgigure 4) provides an efficient mechanism. Intafa

a clearing house, the system employs a smart cadufacturer. Users obtain the content and the
corresponding license (provided by an appropriatars card) from one party, that is, the distributbhis
mechanism makes the process more efficient. Fumiwey, the improved system also achieves securiy an
privacy for the content provider and the usergyeesvely. Analysis of both characteristics follows

Analysis of Security

In the proposed protocol, the shares of the sd@gtand the function for accessing content are
stored in a smart card which is assumed to be paraproof device. The user cannot access contehouti
obtaining the secret key. The key, however, ist $pio several pieces of shares and distributedrgnibe
pairs of functions@et Key,Get Cont ent ) inside the device using Shamir's secret shazitgme [22]. This
scheme is secure because knowing less than a @nedletd number of shares gives the user no way to
reconstruct the secret. As a result, the user @y abtain the secret key if (and only if) he stces all
contents that he is not supposed to access. Tlaasribat the user is not able to access anythhrey than
the contents that are supposed to be accessedioh@dly, the smart card is only allocated to tlsemuwho
has made the payment for it. A particular smartl @dlows the user to access a limited number oferds as
detemined in it. Therefore, the proposed protocbieves perfect security for the content provider.

Analysis of Privacy

In the proposed protocol, there is no interactietween content provider and user after the content
provider gives all devices to the user. There isvay for the content provider to determine whiclvides
the user has used. As all pairs of functio®st Key,Get Cont ent ) are corrupted at the end of the protocol,
the content provider has no knowledge about whasitent that has been accessed by the user. Adal§ipn
in the protocol implementation, to unlock the comte user does not need to provide his personalfda
the license. Instead, he purchases the corresppsdiart card anonymously. The content and its &ssolc
smart card will not be connected to the user’stitierTherefore, the user's privacy is protected.

Advance Implementation

In the oblivious content distribution scenario désed above, a user can decrypt a set of contents
no more than he was supposed to access. Howewsr tloa content has been decrypted, the user cgiit pla
without limit. If the restriction of the number pfays is also considered in a business scheme ath&xtra
variable must be added to the content distribypiatocol.

The proposed scenario can be enlarged to cover wawigbles of the usage rules. That is, we can
combine the variablesumber_of itemsand number_of playsn one scheme. For example, a user may
purchase 5 items, namely contéhtM,,M3,M4,Ms, and 20 plays. In this case, the user can plateats, but
no more than 20 times overall. He may pMyfor 3 times,M; for 4 times,Ms for 7 times,M4 for 4 times
and Ms twice. However, he cannot play, for 10 times andVs for 11 times. This advanced scenario
provides flexible content distribution that stilgserves security and privacy.

4. CONCLUSION

We construct an oblivious content distribution paail. In this protocol, the secret key is splitoint
several shares to enhance the security of thaklditgd content. Without adequate shares, it is Bajiide to
reconstruct the secret key. The protocol is theglemented to advantage DRM. This implementationesak
use of smart cards that can be used not only te stata, but also to process the data independently
Assuming that tamper-proof device exists, the meisiha achieves security for the content provider and
preserves privacy for the users.

If more restrictions of the content usage rules apelied, the proposed protocol can also be
enlarged to cover more variables. Despite providiegibility, the system still preserves securitnda
privacy. These characteristics are important to entéle improved DRM a privacy-aware rights protactio
system. The system does not merely focus on adgiesecurity for the content provider, but also on
preserving privacy for users.
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