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Keywords: ABSTRACT
Snort is widely used Intrusion Detection SystemS)Boftware for detecting
security incidents on the network. The Snort alarts stored in a database

Intrusion Detection System

Snort. that can be accessed by additional interfaces asiddASE web application.
Real time That architecture should be checked periodicallgvoid missing an attack.
Notification However it is possible, an attack known sometinterahe event so that the
Instant Messaging response may be too late to do. This research tinmiild a cheap and
Command Line Interface reliable solution for Snort reporting system thaiyides notification of Snort

alerts in a real time manner which can be accessaiile. We utilize an
instant messaging application to alert the user asda command line
interface (CLI) that enables user to obtain det#ibrmation of each alert
sent by the server. Experiment results show tmatsystem is able to send
notifications to the user within an acceptable gétgerval of 0.87 seconds,
on average.
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1. INTRODUCTION

In the last five years, cybercrime is increasing {hich includes identity theft, viruses, and syst
intrusions. Therefore, Intrusion Detection SystéDS) took an important role in detecting intrusi@tsthat
can be addressed immediately. Snort [2] is onehefleading Network-Based IDS (Intrusion Detection
Software) software with nearly four hundred thousasers. However, Snort does not provide a suifficie
GUI (Graphical User Interface) so that the user toamstall another application separately suclBASE
[3,4] to get a better GUI.

Alert system is used by IDS to notify the systemmadistrator that there was an attack on the system
[5]. However, using web based interface like BASE |t is possible that users may miss some attaoks
that the response become too late to do. Therefaaporting system with real-time notification iiglly
needed.

On the other hand, there is a growing use of IndWessenger. Not only used in desktop, Instant
Messenger has been commonly used in mobile de\iEses Instant Messenger is projected to replacetSho
Message Service for texting [7]. Today, Instant 8éegyer is also used in many platforms as real time
notification [8] as it provides query facility thatinnot be easily applied in other communicatiomlieng8].
With a query on Instant Messenger, system admatas are able to interact with the system to et t
status and condition of the system [9].

Unlike SMS gateway, Instant Messenger only needstannet connection to connect to the server.
Meanwhile, SMS gateway requires cost of each sesssage so applying SMS gateway in a system
notification need no small cost. So the costs iriwhen using Instant Messenger is much less [8].
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Yahoo! Messenger is widely used instant messagiogpgol with about 22 million users [10] that
runs on many mobile operating systems such as BBOSIOS [12] and Android [13]. Based on the facts
above, we utilize Yahoo! Messenger as an interadtiterface for Snort IDS with real-time notifiaati so
that users can obtain intrusion alerts and theaidi@formation in real-time manner.

2. SNORT INTRUSION DETECTION SYSTEM

Snort [2] is the de facto standard of Intrusion d2éibn System [14]. It is using ldbpcap based
packet sniffer to capture packets on the netwoB. [$nort uses pattern matching technique to detitatks
such as buffer overflows, stealth port scans, G@cks, SMB probes, and so on. Snort has the diyabi
provide alerts in various ways such as recordirgytalto syslog, Server Message Block "WinPopup"
messages, or storing alerts in a separate file.

Target Command Console
] =
TGP/IP Record®
Network > Detgction » Log
Packets Engine
Security. Alert Response
Officer Subsystem
Data Data » Report
Forensics Base

Figure 1. Scheme of Intrusion Detection System [6]

The scheme, as shown in Figure 1, illustratestti@tiDS console read each network packet from
the target. The packet is then inspected whetleepaicket is a malicious packet. Each detectiorltresilibe
stored into the log. If there is finding of a madigs packet, the console will send an alert signdle sent to
the administrator and save this finding into a dasz that will be used to create reports.

3. YAHOO MESSENGER API

Yahoo! Messenger provides an API (Application Paogrinterface) to allow developers to build
applications integrated to Yahoo! Messenger [16). dommunicate with Yahoo! Messenger, users are
required to perform the authorization to performivéiies with Yahoo! Messenger. After that, the usgell
be given a token that has a time limit as ideratfan.

As shown in Figure 2, communication process withdta Messenger begins withraquest token
requested by the application. When requestinggaest tokenthe application also includé€3Authkey that
was obtained in registration. After obtainingemuest tokenthe application have to send a response that
contains theequest tokenOAuthkey, and signature key which is a modificationhaf secret key. After that,
the server will give an answer in the form ofatess tokethat will be used in the later stages. New session
is made by sending theccess tokemnd other information needed for authenticatiosss®n is used for
sending / receiving message.
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Figure 2. Process flow on Yahoo! Messenger API

4. PROPOSED SYSTEM ARCHITECTURE

As shown in Figure 3, in this architecture, therusay interact with the system using a computer,
cell phone, or other device using a Yahoo! Messeanlient application. Users will get a notificatidfirthere
is an attack through Yahoo! Messenger using uséhdbhas been registered in the system.

Y

Snort IDS Yahoao! Messenger Server

Client
Figure 3. The proposed system architecture

Broadly speaking, this system consists of two esgjimamely the notification engine and the
interaction/information retrieval engine. The nigtition engine is a process that handles how tk&esy
sends alerts to the user whenever there is anencaktected by Snort. While the interaction engiamages
how the users may interact with the system to aslkhe details of the attacks which are storechan$nort
database.

4.1. Real-time Notification

In the notification engine, there are two sub-psses. The first sub-process is a trigger that is
mounted on table alert in the Snort database. Wene is new attack data inserted to the Snorbdats the
trigger will be run automatically. This trigger Wictivate the sub-process that served to sendtireal
notification using incident ID and attack details the arguments. The message is encrypted bsisg64
encryption and then sent to the user by using Yaklassenger API.

4.2. Command LinelInterfacefor Infor mation Retrieval

Compared to the Graphical User Interface, Commainé Interface has some advantages. These
advantages include fast and powerful when usechtgxperienced person, interactions are controliethé
user, minimal interaction with the computer (withdlwe mouse), and can be combined with other iaterf
styles [17].

Command line interface (CLI) in this system is buising simple string processing as only few
number of commands are provided. The CLI systeml@mspm listener process to grab the message sent by
the user. Message from user is parsed into commatidrguments then executed using associated doscti

Copyright © 2013 ISICO



674 |Information, Network and Computer Track

There are three main commands that can be semiehyser is "showAlert", "setAlert", and "statusAlein
addition, there is also the command "help" to digfielp on commands..

The "showAlert" command is used to display n nuntfealerts that are stored in the database by
the latest, day, month, or year. The "setAlert" omand is used to enable or disable the real-timificaiton
function. The "statusAlert" command is used towite status of the notification function whetheisi
turned on or not.

4. EXPERIMENT RESULTS

To determine the effectiveness of this system, wakeutate the amount of delay between the
occurrence of the incident until when the notificatis received by the user. Testing was conduuasidg
100 similar attacks from single source of attac#t asing single client as the recipient of the ncsifion.
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Figure 4. Natification delay

As shown in Figure 4, the delay is 0.87 secondavamnage. Although there is no basic standard, the
delay can be said to be still in an acceptablervatefor system administrators to respond to atack
However, there are non-uniform delays occurrednduthe experiment. This phenomenon may occur for
several reasons. First, the number of processesingiron the client and Snort server may affect the
processing time on the client and the Snort seiSecond, Yahoo! Messenger servers which manage many
requests from users around the world are resultinfluctuations in processing time on the server. |
addition, the Quality of Service of Internet contiee affects the transmission delay from the Sserver to
Yahoo! Messenger servers and Yahoo! Messengerrsduvéhe client.

5. CONCLUSION

This research produced a reporting system thatrdalsime notification feature by using Yahoo!
Instant Messenger by applying trigger which exesutee command to send notifications to users. The
experimental results show that this system haslayds an acceptable interval with an average 8% 0.
seconds. This result indicates that instant mesgagiay be used as a low cost alternative solutioneal-
time notification and command line interface. Hoeevthe use of a proprietary instant messaging
application is highly recommended because of somséamt messaging applications available today can
violate security policies [18,19].

6. FUTURE WORK
This study will be continued by converting the slengtring processing to Natural Language
Programming to handle more complex commands fromneand line interface.
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